
Cybercrime in a 
Shopping Cart

Investigating the DDoS-for-Hire ecosystem

Maarten Weyns



DDoS-for-Hire



DDoS-for-Hire



DDoS-for-Hire



DDoS-for-Hire



DDoS-for-Hire

stresscat.ru

nbyte.pw

mao-stress.su

fluxstress.to goliathstress.st

stressers.su

nightmare-stresser.com

netdowner.su

stresser.ba

vacstresser.ru
darkvr.ru

diamstress.ru

stresslab.st
rebirthstress.net

vire.ccdumpcord.cc

anarchystress.su

redstresser.net
zerostress.st silentstress.net

webdown.su

elitestress.st

sattelitestresser.st

silencestresser.ru vipstresser.net



DDoS-for-Hire









12



Layer 4 Layer 7

TCP amplification

NTP amplification

CLDAP amplification

WSD amplification

DNS amplification

UDP bypass

UDP OVH

SYNACK

VSE

TCP-ACK

TCP

TCPBYPASS

TCP-OVH

TCP-SYN

HOME

GAME

ICMP

FIVEM

FORTNITE

DISCORD

TLS-SPAM

TLS-VIP

COOKIE

Cloudflare bypass

Browser bypass

16



Concurrents

1 30

18



Concurrents

1 30

19





Measuring a DDoS Botnet
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How large are 
attacks?

Netflow data from 
Internet Service Providers

How many bots 
are in the network?

Sensors collecting 
scanning traffic

How many attacks  
are conducted?

Simulate infection 
and join the network

Measuring a DDoS Botnet
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Gorilla Stresser



Gorilla Stresser

• Observed in detail between September 2024 and June 2025



Gorilla Stresser

• Simulate a Gorilla Botnet infection


• Observe all commands in the 
network



740 351
Attacks

146 213
Unique victims

4 596
Attacks / day



Gorilla Stresser
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Gorilla Stresser

• Disposable botnet


• Only a single hard-coded C2 
server



Life after botnets

• Using centralised infrastructure


• Easier to maintain…


• … and allows for spoofed traffic! !

?



Life after botnets
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• Allows for reflection and amplification attacks


• Becomes more difficult to track…


• …but not impossible!



Life after botnets

This is us

? A

• Observing noise from the attack



Gorilla Stresser

• Mainly hosting providers and home internet connections targeted
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• Attributed attacks


• Swedish broadcasting service 
(SVT)
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Gorilla Stresser
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The next steps



The next steps

C2 milkers for many 
DDoS botnets

Attribute Dstat attacks 
to predict power Self-attacks for details 

on attack vectors

Full picture of a 
DDoS attack



We might need some help



We might need some help

Netdata honeypots

Gather intelligence on 
DDoS test attacks

Self-attacks

Get information on  
attack vectors

Data sharing

Attribution, intelligence, 
technical details, …



• Live traffic from monitored Dstat endpoints

View our dashboard
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